Spring 2025, 26 (86), 235- 272
gjpl.atu.ac.ir
DOI: 10.22054/QJPL .2024.77452.2958

-- The Quarterly Journal of Public Law Research ------ ) ‘ ATU
O

Biometric Data Processing and Its Impact on Private
Life: The Legislation of the European Union and the

Council of Europe

LLM, Human Rights, Allameh
Rezvaneh Mirzavand * Tabataba’i University, Tehran, Iran

Associate Professor, Public Internaional
Roya Motamednejad Law, Allameh Tabataba’i University,
Tehran, Iran

1. Introduction

Biometrics is derived from two Greek words: bios, meaning life, and
metrikos, meaning measurement. Biometrics, or biocompatibility,
refers to the practical method of identifying and authenticating
individuals using biological, morphological, and behavioral
characteristics. Biometric data can be categorized into the three types:
biological data, morphological data, and behavioral data. Biological
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data involves traits at the genetic and molecular levels. Examples
include DNA properties or blood that can be examined through
samples of bodily fluids such as blood, saliva, or urine. Morphological
data pertains to an individual’s physical structure. This includes
features such as the eye (iris and retina), hand shape, fingers,
fingerprint, vein patterns, and facial structure. Behavioral data varies
based on unique patterns that differ from person to person. Examples
include voice recognition, speech patterns, signature dynamics (e.g.,
speed, swiftness, and pressure), keyboard dynamics, typing patterns,
interaction with objects, walking style, the sound of footsteps, and
body movements. These patterns can also serve as indicators of
individual identity.

Despite the sensitive nature of biometric data, there are currently very
few international legal regulations specifically designed to protect it.
Most existing legal texts address biometric data in a general sense,
only within the broader context of personal data protection and
privacy laws.

The current study aimed to explore the opportunities and challenges
facing biometric technology, particularly in terms of privacy concerns.
It proposed a conceptual framework focused on biometric technology,
with an emphasis on European law (specifically those of the European
Union and the Council of Europe). The goal was to analyze how
legislation can evolve alongside technological advancements and
determine which aspects of biometric data require more precise legal
protections. European legislation is currently attempting to strike a
balance between encouraging innovation in biometric technology and
ensuring the protection and security of biometric data. To strengthen
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privacy rights in Iran, the experiences and initiatives of the European
Union and the Council of Europe can serve as valuable models for
inspiration.

2. Literature Review

The approvals available on the European Union and Council of
Europe websites allow for the examination of the impact of using
biometric data. In this context, particular attention is given to the right
to personal data protection and the growing need to strengthen it in the
digital age, especially in Europe (Motamed-Nejad, 2019). The book
Introduction to Biometrics (Jain et al., 2011) emphasized the
importance of biometrics in its final chapter, highlighting the
importance of data security and privacy. The edited volume titled
Security and Privacy in Biometrics (Campisi, 2013) provided a
comprehensive legal analysis of privacy concerns and the protection
of biometric data. It also offered several recommendations for
establishing a transnational surveillance framework. Another key text
is Biometric Security and Privacy: Opportunities and Challenges in
the Big Data Era (Jiang et al., 2013). The chapters discussed special
biometric technologies, privacy and security issues (e.g., cancelable
biometrics and soft biometrics), medical biometrics, healthcare, and
human-robot interaction. Moreover, Biometrics in a Data Driven
World: Trends, Technologies, and Challenges (Mitra & Gofman,
2017) explores the challenges of using biometric data in social
networks, healthcare programs, mobile authentication, etc. The topic
has been addressed—directly or indirectly—within the legal
frameworks of the European Union and the Council of Europe.
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Regulatory documents, including transition regulations in the field of
data protection, are also relevant. While the relevant sources may be
limited, they can be consulted indirectly.

3. Materials and Methods

The present study employed an analytical approach to examine the
regulations of the European Union and the European Council. The
library research was used to collect the data, relying on both internet
resources and authentic publications such as books and journal
articles.

4. Results and Discussion

Biometric data is increasingly used in health-related applications, such
as biometric monitoring devices, telemedicine, and electronic health
records. Moreover, biometric data plays a role in smart city initiatives,
serving purposes like surveillance, public safety, and personalized
services. The field of biometric data processing is rapidly evolving,
along with its legal and regulatory landscape. New laws, regulations,
and guidelines may be necessary to address emerging challenges and
ensure the protection of privacy rights. It is thus crucial for
organizations and individuals involved in biometric data processing to
stay informed about these developments. Research and development
in this field can further help reduce privacy risks. In today’s digital
age, data privacy is a critical concern. As more personal information
is shared and stored online, the risks associated with its collection and
use continue to grow. A major concern when processing biometric
data is the potential for data breaches. Biometric data can also be
misused for illegal activities such as fraud, theft, and impersonation.
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To address these risks, it is essential that organizations and
governments take serious measures to ensure privacy and security,
protect civil rights, and prevent discrimination. This includes being
transparent about how biometric data is collected and used, obtaining
explicit consent from individuals, and enforcing strong security
protocols to prevent data breaches. Additionally, biometric systems
must be designed and tested to minimize bias and discrimination. It is
equally important for individuals to understand the potential risks and
consequences of biometric data processing and to take proactive steps
to protect their privacy and data security.

5. Conclusion

The use of biometric data can have significant implications for civil
freedoms and human rights. As such, legislators play a crucial role in
formulating laws and regulations to safeguard the right to privacy and
other fundamental rights, especially given the dynamic nature of
biometric data processing. Judicial cases and legal procedures also
contribute to shaping the legal framework surrounding privacy and
biometric data processing. It is essential to offer educational materials
and raise awareness about biometric data processing and privacy.
Individuals must be informed about the risks, benefits, and their rights
in relation to biometric data processing. It is also important to consider
the ethical, legal, technological, and social dimensions of biometric
technologies to ensure that individual rights and privacy are respected
and protected. In an increasingly biometric-driven world, finding the
right balance between the potential benefits and risks of these
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technologies is critical. Above all, privacy must be upheld as a
fundamental human right.

Keywords: Biometric Data, Private Life, Processing, European
Union, Council of Europe
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1. Independent Supervisory Authorities.
2. Data Protection Officers (DPOs).
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1. Treaty on European Union (Maastricht Treaty).
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on European Data Protection Law (Luxembourg: Publications Office of the European
Union, 2018) P. 81.

3. European Economic Area (EEA).
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2. Data Protection Officer (DPO).
3. Data Protection Impact Assessments (DPIAS).
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