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Abstract
The rapid expansion of digital transformation and the growth of cyber

threats have made digital resilience a critical requirement for the
sustainability of government organizations. This study aims to
identify and model the causal relationships among factors influencing
digital resilience in Iranian public-sector organizations. Using a
systematic literature review based on the PRISMA framework, initial
indicators were extracted from Scopus, Google Scholar, and other
reputable sources. These indicators were refined and validated
through the Fuzzy Delphi method with input from 19 experts. The
validated indicators were then analyzed using the Fuzzy DEMATEL
technique to identify causal relationships. The findings indicate that
cultural and human factors—such as technological motivation,
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learning culture, and digital knowledge sharing—serve as primary
causal drivers. In contrast, technological factors, including data
security, digital trust, and technology adoption, are largely outcome
variables. Overall, the results highlight that in bureaucratic
government contexts, digital resilience is driven more by learning and
motivation than by technological investment alone.

Keywords: Digital resilience, Government organizations, Data
security, Fuzzy dematerialization, Technological learning, Digital
transformation.

Introduction

Government organizations face greater challenges in digital
transformation than most other sectors due to their bureaucratic
nature, hierarchical structures, and strong reliance on macro-level
policies (Gron & Mpller, 2025; Prasodjo, 2025). Over the past decade,
governments worldwide have experienced rapid digital transformation
alongside increasing cyber threats and accelerated technological
change. These developments have not only reshaped public service
delivery models but have also raised serious concerns regarding the
sustainability and continuity of governmental operations (Sagarik,
2024; Breidbach et al., 2024). As digital systems increasingly
underpin critical public services, the ability of government
organizations to withstand and adapt to digital disruptions has become
a central governance challenge. In this context, the concept of digital
resilience has emerged as a key organizational capability. Digital
resilience refers to the ability, developed through the use of digital
technologies, to absorb shocks, adapt to disruptions, and transform
into a new, stable operational state (Boh et al., 2023). Unlike
traditional resilience concepts that emphasize recovery, digital
resilience highlights learning, adaptability, and transformation. For
public-sector organizations, digital resilience is particularly
important, as failures in digital systems can undermine service
continuity, public trust, and institutional legitimacy. Accordingly,
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recent studies emphasize digital resilience as a capacity that enables
government organizations not only to survive crises but also to exploit
disruptions as opportunities for innovation and growth (Yang &
Albitar, 2024; Ositashvili, 2024).

In Iran, upstream policy documents—including the General Policies
of the Administrative System, the Seventh Development Plan, and the
Smart Government Document—stress the importance of sustainable
public services, improved preparedness for technological disruptions,
and enhanced digital capabilities. These documents frame digital
resilience as an outcome of the interaction between human,
institutional, and technological factors embedded within bureaucratic
structures, rather than as a purely technical issue. Despite this policy
emphasis, the academic literature in Iran lacks an indigenous
analytical framework to explain the causal relationships among these
factors within government organizations.

Existing studies on digital resilience in Iranian public-sector
organizations remain limited and fragmented. Most research has
focused on digital maturity assessment or technological infrastructure,
largely neglecting cultural, motivational, and organizational
dimensions. Similar limitations can be observed in parts of the
international literature, where many studies emphasize technology
adoption or innovation without clearly identifying causal drivers
(Mahmood et al., 2024; Awad & Martin-Rojas, 2024; Zhang et al.,
2025). Given the persistent challenges of resistance to change, weak
learning cultures, and limited incentive mechanisms in Iranian
government organizations, a causal and context-sensitive analysis of
digital resilience is necessary.

Methodology

To address this gap, the present study aims to identify and model the
causal relationships among factors influencing digital resilience in
Iranian government organizations. The study adopts a mixed-method,
exploratory sequential design. First, a systematic literature review was
conducted following the PRISMA framework to extract an initial set
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of digital resilience indicators from Scopus, Web of Science, Google
Scholar, and other reputable sources. In the qualitative phase, semi-
structured interviews with experts in digital transformation and
public-sector IT were conducted to refine and localize these
indicators. The Fuzzy Delphi method was then applied to achieve
expert consensus under uncertainty, using fuzzy linguistic scales to
validate and screen the indicators. In the final analytical phase, the
validated indicators were analyzed using the fuzzy DEMATEL
technique (Lin & Wu, 2008), which enables modeling complex causal
relationships and classifying factors into cause and effect groups (Han
& Deng, 2024).

The statistical population consisted of IT and digital transformation
experts and senior managers from major Iranian government
organizations, including ministries responsible for energy, petroleum,
communications, finance, and taxation. Using purposive snowball
sampling, 19 experts (5 academics and 14 senior practitioners) with
substantial experience in digital transformation initiatives were
selected.

Discussion and Conclusion

The findings indicate that digital resilience in Iranian government
organizations is a multidimensional and causally structured
phenomenon predominantly driven by human and cultural factors.
Among the twelve identified indicators, motivational policies
emerged as the most influential causal driver, highlighting the critical
role of incentive systems and organizational motivation in enabling
digital resilience within bureaucratic environments. Digital
knowledge sharing and technology education were identified as the
next most influential causal factors, underscoring the importance of
continuous learning and structured knowledge exchange in
strengthening adaptive capacity.

The results both confirm and extend existing research. While previous
studies emphasize technology readiness, organizational learning, or
innovation as important components of digital resilience (Mahmood
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et al., 2024; Awad & Martin-Rojas, 2024; Zhang et al., 2025), the
present study demonstrates that in the Iranian bureaucratic context,
motivational mechanisms and technological learning play a primary
causal role rather than merely mediating technological effects. This
finding distinguishes the study from prior work that lacks explicit
causal modeling. Comparative insights with successful international
cases, such as the Danish digital government experience (Fleron et al.,
2023), further suggest that although institutional constraints differ, the
logic of digital resilience formation is similar: resilience emerges from
institutionalized learning cultures, leadership commitment, and
incentive structures rather than from technical investment alone.
Overall, this study conceptualizes digital resilience as a dynamic
organizational mechanism driven by human and cultural enablers and
manifested through technological outcomes. Its main theoretical
contribution lies in shifting the focus from descriptive lists of factors
toward a causal explanation of digital resilience in government
organizations. Practically, the findings suggest that effective digital
policymaking in the Iranian public sector requires prioritizing
employee skill development, institutionalizing organizational
learning, and designing motivational policies as prerequisites for
successful digital transformation and sustainable public service
delivery

Recommendations for Government Institutions

The findings suggest that government organizations can enhance
digital resilience by prioritizing human and cultural drivers alongside
technological initiatives.  Policymakers should focus on
institutionalizing continuous technological learning, designing
effective motivational and incentive mechanisms, and promoting
structured digital knowledge-sharing practices within bureaucratic
organizations. Developing a national, context-sensitive digital
resilience framework that integrates cultural, educational, and
technological dimensions can support more coherent digital
transformation policies.
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For future research, longitudinal studies are recommended to examine
how causal relationships among digital resilience factors evolve over
time and in response to technological or institutional shocks. Further
validation of the proposed causal model using larger, more diverse
samples, as well as integrating fuzzy causal modeling with structural
equation modeling, could enhance the generalizability and robustness
of the findings across public and private sector contexts.
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