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Abstract

Unauthorized electricity consumption and electricity theft are among the most
important forms of non-technical losses in electricity distribution networks. In
consumption data, they may appear as deviations from normal consumption patterns,
abnormal load variations, or discrepancies between delivered and recorded energy. In
addition to imposing economic losses on electric utilities, these phenomena affect grid
stability, consumption monitoring, and energy policy. This paper provides a structured
review of data-driven approaches to electricity consumption anomaly detection in
smart grids, with an emphasis on unauthorized consumption and the Iranian context.
Statistical methods, machine learning, deep learning, federated learning, and hybrid
approaches based on smart meter data are reviewed and compared in terms of data
requirements, detection capability, scalability, privacy, implementation cost, and
practical limitations. The reviewed studies indicate that hybrid approaches,
particularly those combining smart meter data with machine learning and deep
learning algorithms, have greater potential to reduce detection errors and identify
complex patterns of unauthorized consumption. However, their effective application
in Iran depends on the development of smart metering infrastructure, access to reliable
data, attention to security and privacy, and the design of corrective policies consistent
with energy justice.
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2 SCADA: Supervisory Control and Data Acquisition
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! Wiring Tampering / Hardware Tampering

2 Sabotage / Equipment Damage

3 Replay Attack / Man-in-the-Middle Attack

4 Denial of Service / Distributed Denial of Service

% False Data Injection

¢ Malware Deployment

7 Data Poisoning / Adversarial Attack

8 Byzantine Faults / Membership Inference / Model Extraction
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1 SVM: Support Vector Machine
2 Decision Tree and Random Forest
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! K-Means

2 DBSCAN: Density-based spatial clustering of applications with noise
3 Principal Component Analysis (PCA)
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! Pecan Street / Dataport

2 State Grid Corporation of China (SGCC) electricity-theft dataset

3 Electricity Load Diagrams 20112014

4 CER Smart Metering Project — Electricity Customer Behaviour Trial, 2009-2010

5 ISO New England hourly demand dataset

5 SmartMeter Energy Consumption Data in London Households
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